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Funded by the Andrew W. Mellon Foundation
(2019-2020)

Developing software for selection and appraisal of
email using NLP and other machine learning, including
a web app to assist archivists evaluating email
materials for retention and release

Support iterative p_rocessin$ - information discovered
during the processing workflow can support further
selection, redaction or description actions

Mapping of timestamp, entity, sensitive features and

other elements across tools Ray Tomlinson
. Implemented first email program on ARPANET.
Extends workflows developed for BitCurator and Credited with invention of first email system.
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RATOM tools - libratom

libratom (reusable library)

Python library tofparse and analyze PST, OST,
and mbox email formats

Wraps functions from libpff, Python mailbox,
and spaCy (NLP)

Email message content, header, attachment
extraction; entity identification and
classification

Engineered to scale with core count and keep
memory use flat per-core

https://www.github.com/libratom/libratom

[ libpff

—

Open source digital
forensics email library

/{ libratom ]

Scalable open source email
processing library

email,
multiprocessing

-

Core Python libraries

sqlite3 databases and
derived reports

[ spaCy

Open source NLP platform

Generating features that are:

VERIFIABLE
REPRODUCIBLE
REUSABLE
facilitates understanding

changes in assessments of
materials over time.


https://www.github.com/libratom/libratom

RATOM tools - Iterative Processing Interface

Assist archivists in reviewing email
materials for retention and/or release.

* Import of email accounts from
PSTs and entity identification via
libratom

* Creation of processing accounts
associated with individual email
users

* Interactive review and tagging of
email messages within these
accounts (e.g. “record”,
“non-record”, “redact”)

* Export of selected messages as
EML for retention or release
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https://github.com/StateArchivesOfNorthCarolina/ratom-deploy

Accounts View

Accounts associated
with imports of one or
more imported PST files
are displayed in the
main interface.

Account processing
indicates Complete
when all entity
identification and
full-text indexing has
finished.
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Individual Account

Selecting an account
displays an infinite-scroll
view of individual
messages associated
with that account.

Green tags indicate
entity classes identified
during processing.

Status dropdown allows
messages to be marked
for retention or
redaction (also appears
in individual message
view).
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RATOM

(&) @ ratom.ils.unc.edu/accou

RATOM

Message View

Messages are tagged
during Ingest using < Back 37 of 1013 (&) View as plain-text Status v
categories associated
with entities identified in R

th e bOdy teXt. Re: 8/00 Purchase from Koch Energy Trading at Sabine (Henry Hub) - Sitara Deal 11:04 PM

To: "Michael Mousteiko'

(Note: this research s

dataset contains prior
annotations, resulting in

Ove rtaggl ng > Top of Personal Folders > ring-a > Andrea_Ring_Jun2001 > Notes Folders > Sent

START MESSAGE BODY

| do not show | did any deals outside of EOL with Koch at the Sabine Hub
during this time frame. Sitara deal #369260 refers to EOL deal ID 369298.
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EDRM Enron Email Data Set has been produced in EML, PST and NSF format by ZL Technologies, Inc. This Data Set
is licensed under a Creative Commons Attribution 3.0 United States License <http: 3.0="" by=""
creativecommons.org="" licenses="" us=""></http:> . To provide attribution, please cite to "ZL Technologies, Inc.

(http://wvww.zlticom)."
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Tagging and Search

Selection by
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record vs non-record)
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Select message audit to chanc X 4+
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libratom/libratom: Python fibrary X+

@ github.com/libratom/libratom
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Python library and supporting utiities to parse and process PST and mbox email sources.

Project info, news, and blog posts: et

Installation

h tt p S: / / ra t om.we b unc.e d u / Libratom requires Python 3.6 or newer, and can be installed from the Python Package Index. Installing with pip will automatically
. . . . install al required dependencies. These dependencies include a version of libpff that will be compiled automatically with C++

tooling during install. A selection of environments we have tested follows:

« Ubuntu 16.04LTS, 18.04LTS (and newer) releases require build-essential, python3, python3-pip, and python3-venv

Core library:

« macOS 10.13 (and newer) releases require Xcode 9.4.1 (or newer), Xcode CLI tools, and Python 3 installed using Homebrew
(or your preferred method)

h tt p S : / / g i t h u b . C O m / | i b r a t 0 m / | i b r a t 0 m . xsfs:: ;r?eflrer‘j:z?quire Visual Studio Code, Build Tools for Visual Studio, and Python 3 installed using Anaconda 3 (or

libratom - PyPI x  + ~
Need guidance setting up an environr} - <. C @ pypiorg/project/libratom/ T OBy

Sample Jupyter notebooks: Sl 2 Em

+ macOS environment setup
+ Ubuntu environment setup

https://github.com/libratom/ratom-notebooks

libratom 0.4.0 o e

pip install libratom & Released: Apr 1,2020

Web app (iterative processing interface):

https://github.com/StateArchivesOfNorthCarolina/r
d t om- d e p I Ov Navigation Project description

D Release history

& Download files libratom

Project links
Python library and supporting utilties to parse and process PST and mbox email sources.

4 Homepage
Installation

.
RATOM _Project
Libratom requires Python 3.6 or newer, and can be installed from the Python Package Index. Installing with pip will

GitHub statistics: automatically install all required dependencies. These dependencies include a version of libpff that will be compiled

* Stars: 18 automatically with C tooling during install. A selection of environments we have tested follows:
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